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%LJGDWDDQDO\WLFVLVYHU\KHOSIXOLQYDULRXVILHOGVOLNHPHGLFDOVFLHQFHQDWLRQDOVHFXULW\VHPDQWLFZHEVRFLDO
PHGLDHWF2QWKHRWKHUKDQGLWFUHDWHVDSULYDF\WKUHDWWRDQLQGLYLGXDODVLWKDVFDSDFLW\WRVWRUHDQGSURFHVVODUJH
DPRXQW RI GDWD YHU\ TXLFNO\ DQG DFFXUDWHO\ GXH WR DGYDQFHPHQW LQ WHFKQRORJLHV OLNH1R64/ GDWDPRGHOV  
+DGRRS0DSUHGXFHHWF7KHUHIRUHLQVWHDGRIVHHLQJWKHSLFWXUHDVELJGDWDDQDO\WLFVYVSULYDF\ZHQHHGWRKDYH
LQGLYLGXDOSULYDF\SUHVHUYDWLRQZLWKDOPRVWDOODGYDQWDJHVRIELJGDWDDQDO\WLFV$SULYDF\SUHVHUYLQJWHFKQLTXHLV
UHTXLUHGZKLFKPDLQWDLQVDWUDGHRIIEHWZHHQSULYDF\DQGXWLOLW\RILQGLYLGXDO¶VGDWD
7RXQGHUVWDQGWKHLPSRUWDQFHRISULYDF\LQELJGDWDDQDO\WLFVSULYDF\LVVXHVZLWKELJGDWDDQDO\WLFVKDYHEHHQ
GLVFXVVHGLQQH[WVHFWLRQ:K\H[LVWLQJSULYDF\SUHVHUYLQJPRGHOVFDQ¶WEHXVHGIRUELJGDWDDQDO\WLFV"$QVZHUVIRU
WKLVTXHVWLRQKDYHEHHQJLYHQLQWKHFKDOOHQJHVVHFWLRQ

3ULYDF\,VVXHV:LWK%LJ'DWD$QDO\WLFV
,QWKLVVHFWLRQGLVFXVVLRQDERXWWKHSULYDF\LVVXHVLQYDULRXVDUHDVDUHJLYHQ
2.1. Privacy Issues in Big Mobile Data 
(YHU\WKLQJ LV DYDLODEOH RQPRELOH QRZDGD\V 3HRSOH DUH VKDULQJ ORW RI LQIRUPDWLRQ RQPRELOH SKRQHV2IWHQ
PRELOHVHQGVGDWDWRWKHVHUYLFHSURYLGHUZLWKRXWXVHU¶VNQRZOHGJH,GHQWLI\LQJWKHSHUVRQXVLQJKLVPRELOHGDWDDQG
WKHGHWDLOVSURYLGHGE\WKHVHUYLFHSURYLGHULVYHU\HDV\7KHUHIRUHSULYDF\LQPRELOHGDWDLVYHU\LPSRUWDQW
/HH*DUEHUKDVPHQWLRQWKDW³%LW'HIHQGHUD5RPDQLDQVHFXULW\YHQGRUKDVIRXQGPDQ\$QGURLGDSSOLFDWLRQV
ZKLFK FDQ DFFHVV DQG HYHQ VHQG LQIRUPDWLRQ OLNH XVHU¶V ORFDWLRQ FRQWDFW OLVWV ZLWK SKRQH QXPEHUV DQG HPDLO
DGGUHVVHV DVZHOO DV SKRWRVZLWKRXW WKHLU FRQVHQW %LW 'HIHQGHU DOVR DQDO\]HG $QGURLG DSSOLFDWLRQV RQ
*RRJOH 3OD\ 6WRUH DQG IRXQG WKDW DERXW  RI DSSV FRXOG UHYHDO ORFDWLRQUHODWHG GDWD $ERXW  ORFDWHG DQG
RSHQHGSKRWRVRQXVHU¶VSKRQHVDQGDSSUR[LPDWHO\UHYHDOWKHLUHPDLOGDWD´
0LUFR0XVROHVLKDVPHQWLRQWKDW³,Q-XQH)DFHERRNKDGRQDYHUDJHPLOOLRQPRQWKO\DFWLYHPRELOH
XVHUV´7KLVLVDERXW)DFHERRNRQO\EXWWKHUHDUHPDQ\RWKHUPRELOHDSSVWRRLH7ZLWWHU:KDWV$SSHWFIURP
ZKLFKKXJHDPRXQWRIGDWDLVEHLQJJHQHUDWHG
7H[W PHVVDJH DQDO\VLV LV DQ H[DPSOH RI XQVWUXFWXUHG ELJ GDWD DQDO\WLFV LQ PRELOH 0RELOH DSSOLFDWLRQ OLNH
:KDWV$SSLVXVLQJWH[WPHVVDJHDQDO\VLVLQWKHLUPRELOHQXPEHUYHULILFDWLRQPHWKRG,QVXFKPHWKRGDYHULILFDWLRQ
QXPEHUVHQWWRWKHUHJLVWHUHGPRELOHQXPEHUDQGLILWLVVDPHLQZKLFKDSSLVLQVWDOOHGDSSZLOODXWRPDWLFDOO\ZULWH
WKHQXPEHULQYHULILFDWLRQER[DVVRRQDVLWDUULYHVYLD606
2.2. Privacy Issues in Health Care Data 
3DWLO HW DO KDYH GLVFXVVHG VRPH RI WKH VHFXULW\ DQG SULYDF\ LVVXHV %LJ GDWD DQDO\WLFV DQG JHQRPH UHVHDUFK
KDYLQJUHDOWLPHDFFHVVWRSDWLHQWUHFRUGKHOSVGRFWRUVWRWDNHGHFLVLRQV(OHFWURQLF+HDOWK5HFRUGV(+5KHOSHGD
ORW WR GLJLWL]H WKH KHDOWK FDUH V\VWHP DQG(+5 LQFHQWLYH SURJUDPPRWLYDWHV KRVSLWDOV WR FUHDWH DQ DFFXUDWH DQG
FRPSOHWH (+5 2Q WKH RWKHU KDQG (+5 KDYLQJ SHUVRQDO LQIRUPDWLRQ RI SDWLHQW PD\ OHDG WR SULYDF\ EUHDFK
7KHUHIRUHSULYDF\SUHVHUYLQJDQDO\VLVRIGDWDLVUHTXLUHGDQGGDWDQHHGWREHDQRQ\PL]HGRUHQFU\SWHGEHIRUHGDWD
DQDO\VLV
3DWKRORJ\UHSRUWDQDO\VLVLVDQH[DPSOHRIXQVWUXFWXUHGGDWDDQDO\VLVLQKHDOWKFDUH3DWKRORJ\UHSRUWVDUHPRVWO\
LQWH[WSDUDJUDSKIRUP7KHUHIRUHLWLVYHU\GLIILFXOWWRLGHQWLI\VHQVLWLYHDWWULEXWHVLQVXFKUHSRUWV
2.3. Privacy Issues in Social Media Data 
6RFLDOPHGLD LVRQHRI WKHELJJHVW UHYROXWLRQV LQSDVWGHFDGH/RWRI LQIRUPDWLRQ LVEHLQJVKDUHGE\SHRSOHRQ
VRFLDOPHGLD6RPHWLPHVSHRSOHFORVHWR\RXVKDUHVVRPHLQIRUPDWLRQDERXW\RXZKLFK\RXGRQ¶WZDQWGLVFORVHRQ
VRFLDOPHGLD7KLVPD\OHDGWRSULYDF\YLRODWLRQRIDQLQGLYLGXDO)RUHJ\RXKDYHWDNHQDVLFNOHDYHIURPRIILFHWR
ZDWFKDIRRWEDOOJDPHDQGRQHRI\RXUIULHQGFKHFNHGLQ\RXRQIDFHERRNVRSHRSOHFRPHVWRNQRZWKDW\RXZHUH
QRWVLFNEXWKDYLQJIXQ7KRXJKSULYDF\VHWWLQJVDUHWKHUHLQIDFHERRNWRDSSURYHWDJVRLIVRPHRQHWDJJHG\RXLW
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QHHGWREHDSSURYHGEHIRUHLWLVSRVWHGRQ\RXUZDOOEXWLWLVJRLQJWRDSSHDURQ\RXUIULHQG¶VZDOODVVRRQDVKHLV
SRVWVZLWKOLQNWR\RXUSURILOH
)DFHERRN VWDWXV DQDO\VLV RU WZLWWHU¶V WZHHW DQDO\VLV LV WKH H[DPSOH RI XQVWUXFWXUHG ELJ GDWD DQDO\WLFV LQ VRFLDO
PHGLD
2.4. Privacy Issues in Web Usage Data 
6HGD\DRHWDOKDYHPHQWLRQHGDUHDO WLPHVFHQDULRRIZHEXVDJHGDWDPLQLQJ ,QWHOZDQW WRPDNH LWV LQWHUQDO
ZHEVLWHG\QDPLF DSSHDUDQFHRI WKHZHEVLWHFKDQJHVDVSHU WKHDFFHVVSDWWHUQRIXVHUVYL] OLQNVYLVLWHGE\PRVW
QXPEHURIXVHUVVKRXOGEHRQWKHILUVWSDJHWRVDYHFOLFNWLPHDQGLPSURYHSURGXFWLYLW\EDVHGRQZHEXVDJHGDWDRI
DOOWKHXVHUVRIWKHZHEVLWH:LWKEURZVHULQIRUPDWLRQDQG,3DGGUHVVIURPZHEXVDJHGDWDDQ\XVHUFDQEHLGHQWLILHG
DQGZKDWHYHUDFWLYLWLHVKHLVSHUIRUPLQJRQOLQHPD\EHGHWHFWHG7KHUHIRUHXVHUSULYDF\LVYLRODWHGE\VXFKV\VWHP
6HGD\DRHWDOKDYHVXJJHVWHGDPRGHOLQZKLFKV\PPHWULFNH\HQFU\SWLRQLVXVHGWRDQRQ\PL]HWKHVHQVLWLYHGDWD
LGHQWLILHGEDVHGRQSUHGHILQHGWDJVOLNH,3DGGUHVVDQGXVHU,'IURPVHPLVWUXFWXUHGZHEXVDJHGDWD
5HVHDUFK&KDOOHQJHV
,Q WKLV VHFWLRQ UHVHDUFK FKDOOHQJHVZLWK H[LVWLQJSULYDF\SUHVHUYLQJ WHFKQLTXHV IRU XQVWUXFWXUHG ELJ GDWD KDYH
EHHQGLVFXVVHG
3.1. Privacy Preserving Data Publishing Techniques 
)XQJHWDOKDYHPDGHDVXUYH\RIVRPHRIWKHSULYDF\SUHVHUYLQJGDWDSXEOLVKLQJWHFKQLTXHV33'3
,Q33'3DWWULEXWHVDUHFODVVLILHGDV
x 3HUVRQDO,QIRUPDWLRQ,GHQWLILHU3,,$WWULEXWHVWKDWFDQGLUHFWO\DQGXQLTXHO\LGHQWLI\DQLQGLYLGXDOVXFKDV
QDPH,'QXPEHUDQGPRELOHQXPEHU
x 4XDVLLGHQWLILHU4,'$WWULEXWHVWKDWFDQEHOLQNHGZLWKH[WHUQDOGDWDWRUHLGHQWLI\LQGLYLGXDOUHFRUGVVXFK
DVJHQGHUDJHDQG]LSFRGH
x 6HQVLWLYH$WWULEXWH6$$WWULEXWHVWKDWDQLQGLYLGXDOGRHVQ¶WZDQWWRGLVFORVHVXFKDVGLVHDVHDQGVDODU\
x 1RQVHQVLWLYH$WWULEXWH$OODWWULEXWHVRWKHUWKDQ,'4,'DQG6$
7RSUHVHUYHSULYDF\GLIIHUHQWDQRQ\PL]DWLRQRSHUDWLRQPD\DSSO\RQDERYHPHQWLRQDWWULEXWHVOLNH
x *HQHUDOL]DWLRQ UHSODFH WKH RULJLQDO YDOXHZLWK JHQHUDOL]H YDOXH RI GDWD IURP WKH VDPH FODVV OLNH UHSODFH
PDOHIHPDOHZLWKJHQGHU
x 6XSSUHVVLRQUHSODFHRULJLQDOYDOXHRIGDWDZLWKVRPHVSHFLDOFKDUDFWHU OLNH)RUHJYDOXHRISLQFRGH
VXSSUHVVHGWR
x $QDWRPL]DWLRQSXWWLQJ4,'DQG6$LQGLIIHUHQWWDEOHVWREUHDNWKHUHODWLRQEHWZHHQWKHP
x 3HUPXWDWLRQ FUHDWLQJ JURXSV EDVHG RQ 4,' DQG WKHQ VKXIIOH WKH YDOXHV RI 6$ LQ HDFK JURXS WR UHPRYH
UHODWLRQEHWZHHQ4,'DQG6$
x 3HUWXUEDWLRQUHSODFLQJRULJLQDOYDOXHRI6$GDWDZLWKVRPHIDNHYDOXH
33'3WHFKQLTXHVFDQQRWGLUHFWO\DSSOLHGWRELJGDWDEHFDXVHLWLVYHU\GLIILFXOWWRGLIIHUHQWLDWHVHQVLWLYHDQGQRQ
VHQVLWLYHDWWULEXWHVLQXQVWUXFWXUHGGDWD7KHUHIRUHLWLVDFKDOOHQJHIRUUHVHDUFKHUVWRILQGRXWVRPHWHFKQLTXHZKLFK
FDQEHDSSOLHGWRERWKVWUXFWXUHGDQGXQVWUXFWXUHGGDWD
3.2. Unstructured Data De-identification Techniques 
*DUGQHUHWDOKDYHVKRZQ LQRQHRI WKHLUSDSHU WKDWZLWK WKHKHOSRIFRQGLWLRQDO UDQGRPILHOG &5) LW LV
SRVVLEOH WR LGHQWLI\ VHQVLWLYH DWWULEXWHV IURP WKH JLYHQ XQVWUXFWXUHG GDWD 7KHUH DUH PDLQO\ WKUHH SKDVH RI GH
LGHQWLI\LQJXQVWUXFWXUHGGDWD
x ,GHQWLI\LQJ DQG VHQVLWLYH LQIRUPDWLRQ H[WUDFWLRQ H[WUDFWLQJ LGHQWLI\LQJ DQG VHQVLWLYH LQIRUPDWLRQ IURP
XQVWUXFWXUHGGDWDZLWKWKHKHOSRIFODVVLILFDWLRQPHWKRGVOLNH%D\HVLDQFODVVLILHUFRQGLWLRQDOUDQGRPILHOG
HWF
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x 'DWD OLQNLQJ ,GHQWLI\LQJ DQG UHPRYLQJ GDWD OLQN EHWZHHQ VHQVLWLYH DQG QRQVHQVLWLYH DWWULEXWHV TXDVL
LGHQWLILHUV
x $QRQ\PL]DWLRQ'HLGHQWLI\LQJGDWDXVLQJWHFKQLTXHVOLNHVXSSUHVVLRQJHQHUDOL]DWLRQHWF
%XWWKHOLPLWDWLRQZLWKWKLVPHWKRGLVWKDWLWLVQRWIHDVLEOHWRXVHSUREDELOLW\EDVHG%D\HVLDQFODVVLILHURQODUJH
DPRXQWRIGDWD
7KDYDYHO HW DO KDYH SURSRVHG D PHWKRG RI FRQYHUWLQJ XQVWUXFWXUHG GDWD WR VWUXFWXUHG GDWD XVLQJ QRGH
UHSUHVHQWDWLRQ$VVKRZQLQILJDXWKRUVKDYHFRQYHUWHGXQVWUXFWXUHGGDWDWR;0/VHPLVWUXFWXUHGGDWDDQGWKHQ
PDSWKDW;0/ILOHWRQRGHUHSUHVHQWDWLRQILQDOO\JHWVWUXFWXUHGGDWDDVRXWSXW%XWKHUHDJDLQWKHLVVXHLVZLWKWKH
VL]HRIGDWDFRQYHUWLQJODUJHDPRXQWRIXQVWUXFWXUHGGDWDWRVWUXFWXUHGLVQRWIHDVLEOH

)LJ&RQYHUWLQJXQVWUXFWXUHGGDWDWRVWUXFWXUHGGDWD
&RQFOXVLRQ
,Q WKLV SDSHU GLVFXVVLRQ VWDUWHG IURP EDVLFV RI ELJ GDWD DQG ELJ GDWD SULYDF\ 3ULYDF\ LVVXHV ZLWK ELJ GDWD
DQDO\WLFVLQGLIIHUHQWDUHDVOLNHPRELOHGDWDKHDOWKFDUHVRFLDOPHGLDDQGZHEXVDJHGDWDPLQLQJKDYHEHHQEULHIO\
H[SODLQHG 5HVHDUFK FKDOOHQJHV ZLWK H[LVWLQJ SULYDF\ SUHVHUYLQJ WHFKQLTXHV IRU XQVWUXFWXUHG ELJ GDWD KDYH EHHQ
GLVFXVVHG)URPDERYHGLVFXVVLRQZHKDYHIRXQGWKDWH[LVWLQJSULYDF\SUHVHUYLQJWHFKQLTXHVDUHDEOHWRDGGUHVVDQ\
RQHµ9¶RI9VRIELJGDWDEXWWKH\IDLOIRUPRUHWKDQRQHµ9¶7KHUHIRUHDQRYHODSSURDFKLVUHTXLUHGZKLFKFDQ
DGGUHVV YROXPH DVZHOO DV YDULHW\ RI GDWD ,Q IXWXUHZH DUH JRLQJ WR SURSRVH VXFK D QRYHO DSSURDFKZKLFK FDQ
H[WUDFW D VHQVLWLYH DWWULEXWHV IURP XQVWUXFWXUHG GDWD XVLQJ VRPH RI WKH PDFKLQH OHDUQLQJ WHFKQLTXHV WR SUHVHUYH
SULYDF\RIDQLQGLYLGXDO
5HIHUHQFHV
³%LJGDWDGHILQLWLRQ´>2QOLQH@$YDLODEOHKWWSHQZLNLSHGLDRUJZLNL%LJGDWD>$FFHVVHG1RY@
³1RVTOGDWDEDVHOLVW´>2QOLQH@$YDLODEOHKWWSQRVTOGDWDEDVHRUJ>$FFHVVHG)HE@
.*UROLQJHU:$+LJDVKLQR$7LZDUL DQG0$&DSUHW] ³'DWDPDQDJHPHQW LQ FORXGHQYLURQPHQWV1RVTO DQGQHZVTOGDWD VWRUHV´
-RXUQDORI&ORXG&RPSXWLQJ$GYDQFHV6\VWHPVDQG$SSOLFDWLRQVYROQRS
 3 - 6DGDODJH DQG0 )RZOHU 1R64/'LVWLOOHG $%ULHI*XLGH WR WKH (PHUJLQJ:RUOG RI 3RO\JORW 3HUVLVWHQFH VW HG$GGLVRQ:HVOH\
3URIHVVLRQDO
³+DGRRS´>2QOLQH@$YDLODEOHKWWSKDGRRSDSDFKHRUJ>$FFHVVHG1RY@
124   Brijesh B. Mehta and Udai Pratap Rao /  Procedia Computer Science  78 ( 2016 )  120 – 124 
-'HDQDQG6*KHPDZDW³0DSUHGXFH6LPSOLILHGGDWDSURFHVVLQJRQODUJHFOXVWHUV´&RPPXQLFDWLRQVRIWKH$&0YROQRSS±
-DQ
/*DUEHU³6HFXULW\SULYDF\SROLF\DQGGHSHQGDELOLW\URXQGXS´,(((6HFXULW\DQG3ULYDF\YROQRSS±0DU
00XVROHVL³%LJPRELOHGDWDPLQLQJ*RRGRUHYLO"´,(((,QWHUQHW&RPSXWLQJYROQRSS±-DQ
.3DWLO+DQG56HVKDGUL³%LJGDWDVHFXULW\DQGSULYDF\LVVXHVLQKHDOWKFDUH´LQ,(((,QWHUQDWLRQDO&RQJUHVVRQ%LJ'DWD%LJ'DWD
&RQJUHVV-XQHSS±
³(KU´>2QOLQH@$YDLODEOHKWWSZZZKLPVVRUJOLEUDU\HKU>$FFHVVHG)HE@
 ³(KU LQFHQWLYH SURJUDPV´ >2QOLQH@ $YDLODEOH KWWSZZZFPVJRY5HJXODWLRQVDQG*XLGDQFH/HJLVODWLRQ
(+5,QFHQWLYH3URJUDPV%DVLFVKWPO>$FFHVVHG)HE@
³)DFHERRNFKHFNHGLQKHOS´>2QOLQH@$YDLODEOHKWWSVZZZIDFHERRNFRPKHOS>$FFHVVHG)HE@
-6HGD\DR5%KDUGZDMDQG1*RUDGH³0DNLQJELJGDWDSULYDF\DQGDQRQ\PL]DWLRQZRUN WRJHWKHU LQ WKHHQWHUSULVH([SHULHQFHVDQG
LVVXHV´LQ,(((,QWHUQDWLRQDO&RQJUHVVRQ%LJ'DWD%LJ'DWD&RQJUHVV-XQHSS±
%&0)XQJ.:DQJ5&KHQDQG36<X³3ULYDF\SUHVHUYLQJGDWDSXEOLVKLQJ$VXUYH\RIUHFHQWGHYHORSPHQWV´$&0&RPSXWLQJ
6XUYH\VYROQRSS±-XQ
 4:DQJ = ;X DQG 6 4X ³$Q HQKDQFHG NDQRQ\PLW\ PRGHO DJDLQVW KRPRJHQHLW\ DWWDFN´ -RXUQDO RI 6RIWZDUH YRO  QR  
>2QOLQH@$YDLODEOHKWWSRMVDFDGHP\SXEOLVKHUFRPLQGH[SKSMVZDUWLFOHYLHZMVZ>$FFHVVHG)HE@
-*DUGQHUDQG/;LRQJ³$QLQWHJUDWHGIUDPHZRUNIRUGHLGHQWLI\LQJXQVWUXFWXUHGPHGLFDOGDWD´'DWDDQG.QRZOHGJH(QJLQHHULQJYRO
QRSS±'HF
-'/DIIHUW\$0F&DOOXPDQG)&13HUHLUD³&RQGLWLRQDOUDQGRPILHOGV3UREDELOLVWLFPRGHOVIRUVHJPHQWLQJDQGODEHOLQJVHTXHQFH
GDWD´ LQ3URFHHGLQJVRI WKH(LJKWHHQWK,QWHUQDWLRQDO&RQIHUHQFHRQ0DFKLQH/HDUQLQJVHU ,&0/¶6DQ)UDQFLVFR&$86$0RUJDQ
.DXIPDQQ3XEOLVKHUV,QFSS±
 9 7KDYDYHO DQG 6 6LYDNXPDU ³$ JHQHUDOL]HG IUDPHZRUN RI SULYDF\ SUHVHUYDWLRQ LQ GLVWULEXWHG GDWD PLQLQJ IRU XQVWUXFWXUHG GDWD
HQYLURQPHQW´ ,QWHUQDWLRQDO -RXUQDO RI &RPSXWHU 6FLHQFH ,VVXHV YRO  QR  SS ±  >2QOLQH@ $YDLODEOH
KWWSZZZLMFVLRUJSDSHUV,-&6,SGI>$FFHVVHG)HE@
